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Resolving errors when restoring databases

Problem: User receives an Unhandled Exception Error when attempting to restore a database. This error
is usually caused by one of three issues.

If the Exception Error states: “Cannot open backup device...” it is typically because either: 1) the user
has insufficient folder permissions or 2) there is a conflict when running SQL Server as a network service.
To fix this error follow the instructions for Setting user permissions to access Microsoft SQL Server
folders and Setting SQL Server to run as a Local Service.

NOTE: Often the easiest resolution for this error is to move the backup file to a thumb
drive/flash drive and restore the database from the drive. If you want to delve deeper
into resolving the issue you can continue working through the sections listed above.

)

SQL Exception Error!

Swstem.Data, SglClient. SqlException: Cannot open backup device 'Ci\Documents and Settingsidiukesi My
DocumentsiDuncanFEIFFI_BackupDB_102809\FFI_TrainingData_1 Thursday, May 28, 2009 900.bak’. Operating system error S{access is denied. ),
RESTORE HEADEROMLY is terminating abnormally,

ak System, Data, SqlClient. SqliConnection. OnError {(SqlException exception, Boolean breakConnection)

at Systern.Data, SqlClient, Sqllnternal Connection. OnError{SqlException exception, Boolean breakConnection)

at Systerm,Data, SqlClient, TdsParser, ThrowExceptionAndyarningi TdsPar serStateObject statedbi)

at Swstern.Data, SqlClient. TdsParser . Runi{RunBehaviar runBehavior, SqlCammand cradHandler, SqlDataReader dakastreann, BulkiCopySimpleResultSet
bulkCopyHandler, TdsParserSkateObject stateCbi)

at Swstem.Data, SglClient. SglDataReader . ConsumeMetaDatal)

at System.Data, SglClient. SglDataReader, get_MetaDatal)

at System,Data, SglClient. SqlCommand. FinishExecuteReader{SqiDataReader ds, RunBehavior runBehavior, String resetOptionsString)

at System,Data, SglClient. SqlCommand. RunExecuteReader Tds{CommandBehavior crndBehavior, RunBehavior runBehavior, Boolean returnStream, Boolean
async)

ak System, Data, SqlClient. SqliCommand. RunExecuteReader{(CommandBehavior cmdBehavior, RunBehavior runBehavior, Boolean returnStream, String method,
DbasvncResult result)

at Systern,Data, SqlClient, SqlConmmand. RunExecuteReader{CommandBehavior crmdBehavior, RunBehavior runBehavior, Boolean returnStrean, String method)

at Systern,Data, SqlClient, SqlCommand. ExecuteReaderCommandBehavior behavior, String method)

at Swstern.Data, SqlClient. SqlCanmmand. ExecuteReader)

at FFI.kilities, DatabaseTools . ExecuteSOLAgainst ServercetDataTable(String SOL, SqlServerInfoCbject Server)

If the Exception Error states the:” ...database is in use” it is because a database of the same name
already exists. To fix the error follow the instructions for Deleting a Database.

SOL Exception Error! El

System,Data, Sqlllient. SqlException: Exclusive access could not be obtained because the database is in use,
RESTORE DATABRSE is terminating abnormally,
at Svskem,Data, 3giclient. SglConnection. onError{3glExcepkion exception, Boolean breakiZonnection)
at Systenn,Data, SqlClient. SgllnternalConnection, OnError{SglException exception, Boolean breakConnection)
at Systenn.Data.SqlClient. TdsParser, ThrowExceptionfndww arning( TdsParser SkateObject stateObi)
at System.Data.SqlClient. TdsParser .Run{RunBehavior runBehavior, SqlCommand crndHandler, SglDataReader dataStream, BulkCopySimpleResultSet:
bulkiZopyHandler, TdsParserstatedbject stakelbi)
at Systern,Data. 3qlClient. SghlCommand. RunExecuteMonQueryTds{String methodhame, Boolean async)
at Systen.Data. SqlClient. SglCommand. InternalExecuteMonQuery(DbasyncResult resulk, String methodiame, Boolean sendToPipe)
at Systenn.Data. SqlClient. SqlCommand. ExecuteMonQuery()
at FFI.Utlities, DatabaseTools, ExecuteSQLAgainst Server{String 301, SglServerInfodbject Server)
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Setting user permissions to access Microsoft SQL Server folders

As the agencies have stepped up computer security they have limited the access you have to the
C:\Programs Files folder when not logged in as an administrator. The Program Files folder is where your
databases and backups are stored so for you to be able to access them when logged in using your
Windows login account (not the administrator account you have when granted Administrative
Privileges) you need to set the permissions for your user name to access the subfolders in the
C:\Program Files\Microsoft SQL Server folder. Open Windows Explorer or My Computer and
navigate to the SQL Server programs location. The location will be generally found at
C:\Program Files\Microsoft SQL Server\

1. Login to Windows as an administrator (i.e. with administrative privileges).

2. In Windows Explorer or My Computer, navigate to the folder C:\Program Files\Microsoft SQL
Server\MSSQL.1\MSSQL

; = | Microsoft SQL Server ;

+ 3 o0
# 5 90

3. You need to set permissions for the MSSQL folder for your username so you can access the sub-
folders.

| Backup
# |} Binn
|2} Data
1) Install
) LG
|2 Template Data

4. Right-click the MSSQL folder and select Properties. Look for the Security tab. If you see the Security
tab, select it and proceeded to step 5.

r 2%

General | Sharing | Security | Customize

G[I:ILJI:I Or WEEr names;

a. If you do not see the Security tab, you will need to turn off “Simple Sharing”. In Windows
Explorer, highlight the FFI folder and select Tools > Folder Options.
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b. In the Folder Options dialog, switch to the View tab.

Folder Options

Generall Wiew | File Types | Offine Files

Folder vigws

You can apply the wviews [such as Details or Tiles] that
wou are uzing for this folder to all folders.

[ Apply to Al Folders ] [ Rezet All Folders

Advanced settings:

[ Launch folder windows in a separate process
I3 Managing pairs of Web pages and folders
(® Show and manage the pair a5 a single file
() Show both parts and manage them individually
() Show both parts but manage az a single file
Remember each folder's view settings
[ Restare previous folder windows at lagan
[ Show Contral Panel in My Computer
Show enciypted or compreszed MTFS files in color
Show pop folder and desktop itemsz

1>

[E4]

Festare Defaults

I ak. ﬁ[ Cancel ][ Apply ]

c. Scroll down the list of Advanced Settings and uncheck “Use simple file sharing”
d. Click OK.
e. Return to the Properties dialog for the folder as described above.

5. Click Add... on the Security tab.

MSSQL Properties

General | Sharing | Secunity | Customize

Group or user names:
L5 Adm (LTHF?
€7 CREATOR OwWHER
m SULServer2008MESULU zerfLTHP21 215 T 745 ULEXPRE .
£ SvsTEM
[ Add... [ Femove l
Permizsions for Administrators Allow Deny
Full Contral 0 &
Modify O
Read & Execute |
List Folder Contents |
Fead ]
Wite B
Crmmi =l Dearrninaimine :
For special permissions or for advanced settings,
click Adwvanced. adianced

Ok l’ Cancel ] Apply

Page 3 of 11



8/15/2012

6. In the Select Users, Computers or Groups window, type your Windows username in the window
entitled “Enter the object names to select” and click Check Names.

Select Users, Computers, or Groups

Select thiz object type:

|Users, Groups, or Built-in security principals | [ Object Types... ]

From this location:

|ds.fs.fed.us |[ Laocations. .. ]

Enter the object names to select (examples]:

dlutes Check Mames i
e

7. If you entered a valid username the format will change. Click OK.

Select Users, Computers, or Groups

Select this object type:

|Users, Groups, or Built-in security principals | [ Object Types. . ]

Fram thiz location:

|ds.f3.fed.us |[ Locations... ]

Enter the object names to select (examples):

diutes [12001 0000504 75EFEDIDCARD . GOY Check Mames

o) (oo ]
.

8. On the Security tab, highlight your user name in the list, check to Allow, Full Control. Click OK.

MSSQL Properties

General Sharing| Security |Eust0mize

GTDUD Or UsEr names;

63 Adrinistratars [LTHP21815 T 7\Adminiztrators)
€7 CREATOR OwNER
€7 diutes (12001 000050475@FEDIDCARD. GOV)
!ﬁ SOLServer2005MS50LUer$L THP21815T7$50LEXPRE ...
€7 SwSTEM
’ Add... ] ’ Femaove ]
Permissions for dlutes I Allaw I Deny
Full Contral O a7
Modify O
Fead & Execute O
List Falder Cantents O
Fiead O
write O i
C i | D mrrmiinmimime !

For special permizzions ar for advanced settings,
click &dvanced.

QK. %[ Cancel ” Apply ]
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9. In most cases this permission setting will automatically cascade down to the subfolders but you
should check to make sure your user name has Full Control to the Backup, Data and Log folders.
For each of those three folders right-click the folder name, select Properties, click the Security tab
and, if not checked, check the Full Control box.

10. Now, check to be sure SQL Server has Full Control of the Backup, Data and Log folders:
a. Right click the folder
b. Click Properties
c. Select the Security tab
d. Click the SQLServer2005MSSQLUser instance group
e. Click the allow Full Control checkbox
f. Click OK.

Backup Properties @E|

General | Sharing | Securty | Customize

Group or user names:
!ﬁ Adminiztrators [LTHP21815T 7\Administrators)
€7 CREATOR OwWNER

SALS erver2005M55 AL UsersL THR21 P55 ALEXPRE ..

€3 SrSTEM NOTE: When trouble shooting SQL Server, you
may want to refer to the online articles published
by Microsoft including Setting Up Windows

iy [ dd. | [ Remove | Service Accounts found at:
Permissions for
SOLS erver200BMS SOL el TH IAIIow | Deny http://msdn.microsoft.com/en-
Full Cantral - us/library/ms143504.aspx. If this link doesn’t
Medify work search msdn.microsoft.com for “SQL Setting

Read & Execute
List Folder Contents
Read

Wit

i = Dlmrric i

For special permizsions o for advanced settings,
click Advanced.

l Ok, ﬂ’ Cancel ]

11. Finally, check to make sure the file you are trying to restore has inherited the permissions. If it is not
already there, move the backup file (.bak) file you are trying to restore into the C:\Program
Files\Microsoft SQL Server\MSSQL.1\MSSQL\Backup folder.

Up Windows Service Accounts”.

REEEEE
OooOooono

w
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12. Right-click on the backup file name and select Properties, click the Security tab, click Advanced

FEI_TrainingData_1 Thursday, May 28, 2009 9

General| Security |Summal_l,l

GEroup or uger names:

ﬁ Admirigtrators (LTHPE5T 1K 338 dminigtratorg)

7 Lutes, Duncan [12001000050475@FEDIDCARD. GOW)

ﬁ SOLServer2005M550LUsersL THPEE 1K 33350LEXFRE ..

€5 SvSTEM

Add.. ] ’ Remove ]
Permizzions for Administrators Alloy Deny

Full Contral O
Modiy O
Fiead & Executs O
Read O
WiTike O
Special Permizssions

For special permizzsions o for advanced settings, -
click Advanced. e k

’ ok ][ Caneel ]

13. Check the box that says Inherit from parent the permissions entries... Click OK.

Advanced Security Settings for FFI_TrainingData_1 Thursday, May 28, 2009 ... |E|fg|

Permiszions | Owamer || Effective Pemissions

To view more information about Special permissions, select a permission entry, and then click Edit.

Permission entries:

Mame Permizzion Inherited From
50 15} ILL L... Ful Control C:%Program Fi
Administrators [LTHPS511K33A..  Full Control C:MProgram FilesiMicrosoft SOL ...
Lutes, Duncan (1200100006504, Full Contral C:%Program FilesiMicrosoft SOL .
SYSTEM Full Control C:Program FilesMicrosoft SOL ...
[ add. ][ Edi.
Inherit from parent the permizzion entries that apply to child objects. Include these with entries explicitly
defined here.

[ 0K %[ Cancel ]

14. Close the Properties windows and attempt the restore procedure again in FFl Database

Administration.
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Setting SQL Server to run as a Local Service

1. Open Administrative Tools from Windows Control Panel.

B Control Panel

File Edit View Favorites Tools  Help

OBack -J l.@ pSearch H:‘ Faolders v

8/15/2012

v|Go

: Address |E} Control Panel

E’. Control Panel 2
Accessibility
E} Swikch ko Category Yiew Cptions
A
See Also ﬂ
Faonts
“ windows Update Controllers Driveisuard
(7)] Help and Support &-@; \{@;
b b @
e s
JInitiakar JInikiakar Keyboard
1.3.1.26 1.3.1.28
a e =
QuickTime  Regional and  Scanners and
Language ... Cameras
4 8 B
Taskbar and  User Accounts  Windows
Skart Menu CardSpace

%

Automatic  Date and Time
Updates
" p
<
Internet Java
Options Options
o L
I \.)
Mail Mouse Mebwork,
Connections
5 € 9
Scheduled Security Sounds and
Tasks Center Audio Devices
)
Wireless
Metwark Set...

Displa

Phone and
Modermn ...

&

Speech

w

Flash Player Folder Options
& &
s s
= =
JInitiator JInitiatar
1.3.1.18 1.3.1.22

%4 ©

Power Options  Prinkers and

Faxes
— p—
() _
Symantec Syskem
LivelJpdate

2. Double-click on Services.

™% Administrative Tools
Edit

File Wigws  Favorites  Tools  Help

eBack - -\_:] lﬁ pSearch H:‘ Folders '

5 ;l Folder Sync

© Address |47 Administrative Tools

A Mame -
File and Folder Tasks {3 Companert Services
@Computer Management
Data Sources (ODBC)

B Ewent Viewer

@ Local Security Policy

Eﬁ Renarne this file
[ Move this file
Cop this file
(=) E-mail this fil=
¥ Delete this fils

ﬁperformance

Other Places

[ contral Panel

ErMicrosoft JMET Framework 1.,
| BeMicrosoft MET Framework 1.,

Size
2KB
2KB
2kB
2KB
2KB
2kB
2kB
2KB
2KB

Type
Shortcut
Shortcut
Shortout
Shortcut
Shortcut
Shortout
Shorkout
Shortcut
Shortcut

Date Modified

S/14/2012 12:45 PM
S/14/2012 12:51 PM
Si14/2012 12:51 PM
5/14/2012 12:51 PM
S/14/2012 12:51 PM
SI14/2012 1:21 PM
S/14/2012 1:21 PM
5/14/2012 12:51 PM
8/3/2012 10:20 &M
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3. Click on the SQL Server instance name once to highlight it.
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File  Action  View Help

| B @ i
% Services (Local) Services (Lm:al)

SQL Server (SQLEXPRESS) Mame
%SafeBoot Client Manager

Stop the service

Pause the service %Secondary Logen

Restart the service %Setunty Accounts Manager
%Secur\ty Zenker

Descript %Servar

escription: .
Provides storage, processing and %She\l Hardware Detection
controlled access of data and rapid %Smart Card

transaction processing.

%SQL er Active Directory Helper
%SQL Server Browser

%SQL Server Y35 Writer

%SSDP Discovery Service

%stllssvr

%Symantac Endpoint Proteckion
%Symantac Event Manager
it L. .

Descripkion

Enables st...
Stores sec...

Manitors 5.,
Supports fil..,
Provides n...
Manages a...

Enables int

Provides S...
Provides th...
Enables dis...

Provides wi...
Event prop...

Status
Started
Started
Started

Started
Started
Started

Started
Started

Started
Started

Startup Type
Aukomatic
Aukomatic
Automatic
Disabled
Aukomatic
Automatic
Aubomatic

Disabled
Aukomatic
Aukomnatic
Disabled
Manual
Aukomnatic
Aubomatic

Log On As
Local System
Local System
Local System
Local System
Local System
Local System
Local Service

Local System
Local Service

Local System
Local System
Lacal System

|

[[£4

\ Extended 4 Standard

4. Right-click and select Properties.

Fle Action View Help

m R R 2 I om
% Services (Local) Services (Lclr.al)

SQL Server (SQLEXPRESS) Mame
%Safeﬁnnt Client Manager

Stop the service

Pause the service %Secondary Logen

Restart the service %Secur\ty Accounts Manager
%Secur\ty Cenker

o i %Servar

escription: .
Provides storage, processing and %She\l Hardware Detection
controlled access of data and rapid %Smart Card

transaction processing. ]

%SQL Server Active Dib
%SQL Server Browser
8501 Server ¥SS write
%SSDP Discavery Setvic Restart
%stllssvr

%Symantac Endpoint Pr Al Tasks »
%Symantac Event Manz
- P

Stop
Pause

Refresh

Description

Enables st...
Stores sec...
Monikars s...
Supports Fil..,
Provides n...

Manages a.
Pravids:

Provides S...
Provides th..,
Enables dis. ..

Provides vi...
Event prop...

Enables int. ..

Stakus
Started
Started
Started

Started
Started
Started

Started
Started

Started
Started

Startup Type
Aubomatic
Automnatic
Aukomnatic
Disabled
Automnatic
Aukomnatic
Aubomnatic

Disabled
Aubomatic
Automnatic
Disabled
Manual
Automnatic
Aukomnatic

Log On As
Lacal System
Local System
Local System
Lacal System
Local System
Local System
Local Service

Metwork 5.
Metwork 5.
Local System
Local Service
Local System
Local System
Local System

>

£

\ Extended A Standard

Properties
Opens the properties dislog box For the current selection. k

[
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5. Click the Log On tab, click the Local System account radio button and click OK.

Server (SOLEXPRESS) Properties (Local Computer)

Generall Lag On |F|ec:0ver_l,l Dependencies

Log on as

() Local System account
[ Allovs zervice ta interact with desktop

() This account: | | Browsze...

“You can enable or dizable thiz service for the hardware profiles listed below:

Hardwsare Profile Service
Prafile 1 Enabled

I [1]4 ,\l[ Cancel ] Apply
L

8/15/2012

6. If SQL Server does not automatically close and restart then right-click on the SQL Server instance,

select Restart

[(=1[ES

File  Action View Help

transaction processing.
%SQL Server Ackive Dir
%SQL Server Broviser
4501 Server Y55 Write
%SSDP Discavery Serwi
%stl\ssvr
%Symantec Endpaint Fi
%Symantec Ewvent Man.
a8 L.

\ Extended 4 Standard
Stop and Stark service SQL Server (SOLEXPRESS) on Local Computer

7. Close the Properties windows and attempt the restore procedure again in FFI Database

Administration.

|m| = B &# LTI
% Services {Local) Tt (Lacal)

SQL Server (SQLEXPRESS) MName
%SafaBoot Client Manager

Stop the service

Pause the service %Secondary Logen

Restart the service %Secur\ty Accounts Manager
%Secuﬂty Center

o 5 Server

escription: .
Provides storage, processing and %She" Hardware Detection
controlled access of data and rapid %S ark Card

Stop
Pause

Al Tasks
Refresh
Properties

Helr

3

Description

Enables st...
Skores sec..,
Monikors 5.,
Supports fil. ..
Frovides n...

Manages a

Enables int

Frovides 5...
Frovides th...
Enables dis...

Frovides vi...
Ewent prop...

Status
Started
Started
Started

Started
Started
Started

B

Started
Started

Started
Started

Startup Type

Automatic
Automatic
Automatic
Disabled
Automatic
Automatic
Automatic
Automati
Disabled
Automatic
Automatic
Disabled
Manual
Automatic
Automatic

Log On As
Local System
Local System
Local System
Local System
Local System
Local System
Local Service
Local 5
Network 5
Mebwork 5.
Local System
Local Service
Local System
Local System
Local System

>

€
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Deleting a Database

SQL Server will not allow you restore a database when another database of the same name already
exists in the C:\Program Files\Microsoft SQL Server\MSSQL.1\MSSQL\Data folder

1. Make a backup of your database by logging into FFI Database Administration and selecting
Database>Backup Database.

NOTE: Even if you don’t think the “old” database is need it is recommended that you
make a backup. Remember a deleted database cannot be restored (i.e., gone forever)
but a backed up database can be restored. See the Backing up a Database and Restoring
a Database section of the FFI User Guide for more information.

Database Manager g@@
LConnect = Server = |Database - | Update =
| Backup Databaze |
= O LTHPAIST T by Database s FFI_TrainingData_1
= |JJ [ atabase —
0l FR_O Add User g: &l
U FFLO  addRoe B
G FFLT A Database Info
Delete User
Delete Role
R ebuild Indexes
B Misc
B S0L Server Info
Compatibility_level
SOL Server version compatability of the database files. D atabase compatibility level
T . [E0. 65, 70, and 80)
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2. Delete the old database by highlighting it in the directory tree and selecting Server > Delete Database.

8=

Database Manager.

LConnect = | Server »| Database ~ Update =
Create Datsbase  »
LTI L:ar ini
= é .JJ Fiestore Databaze U I FFI_TralnlngData_l
| Delete Database h| |E£|‘H =i
AR =) B Database Inf
Ei FFI_TrainingD ata_1 tabase fila
El Misc
El 50L Server Info
Compatibility_level
SCL Server version compatability of the databaze files. D atabase compatibility level
2 5 (B0, B, 70, and 80]

3. Carefully consider the consequences of deleting the database before clicking OK.

This will delzete vour current database.
There is MO WAY to recover a deleked database,

Hit cancel ko stop naw,

[ Ok ll Cancel ]

4. Attempt the restore procedure again in FFI Database Administration.

Page 11 of 11



