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Setting user permissions to access Microsoft SQL Server folders

As the agencies have stepped up computer security they have limited the access you have to the
C:\Programes Files folder when not logged in as an administrator. The Program Files folder is where your
databases and backups are stored so for you to be able to access them when logged in using your
Windows login account (not the administrator account you have when granted Administrative
Privileges) you need to set the permissions for your user name to access the subfolders in the
C:\Program Files\Microsoft SQL Server folder. Open Windows Explorer or My Computer and
navigate to the SQL Server programs location. The location will be generally found at
C:\Program Files\Microsoft SQL Server\

1. Login to Windows as an administrator (i.e. with administrative privileges).
2. In Windows Explorer or My Computer, navigate to the folder C:\Program Files\Microsoft SQL
Server\MSSQL.1\MSSQL
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3. You need to set permissions for the MSSQL folder for your username so you can access the sub-
folders.
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4. Right-click the MSSQL folder and select Properties. Look for the Security tab. If you see the Security
tab, select it and proceeded to step 5.
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General | Sharing | Securty | Customize
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a. If you do not see the Security tab, you will need to turn off “Simple Sharing”. In Windows
Explorer, highlight the FFI folder and select Tools > Folder Options.
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b. In the Folder Options dialog, switch to the View tab.

Folder Options

Generall Wiew | File Types | Offline Files

Folder wigws

. You can apply the views [zuch as Details or Tilez] that
wou are uging for this folder to all folders.

[ Apply to Al Folders ] ’ Reset Al Folders

Advanced setings

[ Launch folder windows in a separate process
|5 Managing pairs of Web pages and folders
(&) Show and manage the pair a5 a single file
() Show both parts and manage them individualy
() Show both parts but manage as a single file
Remember each folder's view settings
[ Restare previous folder windows at lngan
1 Show Contral Panel in My Computer
Show enciypted or compreszed MTFS files in color
Show pop r folder and desktop items
O . ommended)

| >
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Restore Defaults

I QK. S[ Cancel H Apply ]

c. Scroll down the list of Advanced Settings and uncheck “Use simple file sharing”
d. Click OK.
e. Return to the Properties dialog for the folder as described above.

5. Click Add... on the Security tab.

MSSQL Properties

General | Sharing | Security | Customize

Group or uger names:
€T CREATOR OwMER
ﬁ SOLServer2005MSS0LUzerfLTHP21815T7$SOLEXPRE ..
€7 SvSTEM
[ Add... [ Remowe ]
Permizsions for Administrators Allow Deny
Full Cantral 0 &
Madify O
Fead & Execute |
Lizt Folder Contents 1
Fead O
Write L
Cmmmiml Dmrmmimmimimn :
For special permigzions or for advanced settings,
click Adwvanced.

Ok, H Carncel l Apply
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6. In the Select Users, Computers or Groups window, type your Windows username in the window
entitled “Enter the object names to select” and click Check Names.

Select Users, Computers, or Groups

Select thiz object type:

|Users, Groups, or Built-in security principals | [ Objzct Topes. . ]

Fram thiz location:

|ds.fs.fed.us H Locations... ]

Enter the object names to select (examples]:

dlutes Check Mames i
o) (o)

7. If you entered a valid username the format will change. Click OK.

Select Users, Computers, or Groups

Select thiz object type:

|Users, Groups. or Built-in security principals | ’ Object Types... ]

Frar this location:

|ds.fs.fed.us H Locations... ]

Enter the object names to select [examples):
dlutes (120070000504 75FE DIDCARD. GOY] Check Mames

o) (oo ]
%

8. On the Security tab, highlight your user name in the list, check to Allow, Full Control. Click OK.

MSSQL Properties

General | Sharing | Secuity | Customize

GTDUD Or User names;

!ﬁ Administratars [LTHP21815 T P Administrators)
€7 CREATOR OwNER
€ diutes [12001000050475@FEDIDCARD. GOY)
ﬁ SOLServer2005MS50LU zerfl THP21815T7$50LEXFRE ..
€7 SYSTEM
[ Add... ] [ Remove ]
Permizzsions for diutes rm] Deny
Full Contral i s
Fadify O
Fiead & Execute O
Ligt Folder Contents O
Read O
Wwirite P E
C il Dmermimmimenn ‘_’

For special permigsions or for advanced settings,
click Advanced.

QK. %[ Cancel ” Apply ]
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9. In most cases this permission setting will automatically cascade down to the subfolders but you
should check to make sure your user name has Full Control to the Backup, Data and Log folders.
For each of those three folders right-click the folder name, select Properties, click the Security tab
and, if not checked, check the Full Control box.

10. Now, check to be sure SQL Server has Full Control of the Backup, Data and Log folders:
a. Right click the folder
b. Click Properties
c. Select the Security tab
d. Click the SQLServer2005MSSQLUser instance group
e. Click the allow Full Control checkbox
f. Click OK.

Backup Properties E]§|

General | Sharing | Securty | Customize

Group or uzer names:

!ﬁ Administrators [LTHP21815T P Administrators)
€7 CREATOR OwWNER

SALS erver2005M 5SS 0L serfl THP21 F4SOLEXPRE ...
€5 SYSTEM NOTE: When trouble shooting SQL Server, you
may want to refer to the online articles published
by Microsoft including Setting Up Windows

. [ add. | [ Remove | Service Accounts found at:
Permizsions for
SOLServer2005MS SALUsersLTH IAIIow | Dary http://msdn.microsoft.com/en-
Full Cortrol 2 us/library/ms143504.aspx. If this link doesn’t
Madity work search msdn.microsoft.com for “SQL Setting

Read & Execute
List Folder Contents
Read

Wit
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For special permissions or for advanced settings,
click Advanced.

Ok ﬂ’ Cancel ]

Up Windows Service Accounts”.
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